

































































Without the guidance of any expert testimony on the relevant community
standard, the jury was set free to decide whether the materials offended community
standards based solely on the District Court’s instruction and the jurors’ individual
and collective intuition as to the contours of those standards.

This circuit has no pattern instruction. Jurors are getting different and
confusing instructions from courtroom to courtroom. Two separate juries
deliberating in the very same courthouse, at almost the same time, were given two
significantly different obscenity instructions. Logic dictates that one of those
instructions was wrong. the instruction was wrong in this case, where the jury was
forced to speculate as to what “society at large” would deem obscene. What is
“society at large”? Is it Arizona? The Ninth Circuit? The United States? The
entire world? Were the jurors to take into account what religious fundamentalists
would consider obscene? Are they not part of society at large? The problem is
that to this day neither we, nor the jury, know what community was to be taken
into account. To make matters worse, two different members of the very same
jury could have, by virtue of the erroneous instruction, considered totally different
communities. Did the jury consider what is obscene in Mobile, Alabama, or West
Hollywood, California?

In this day and age, it is inherently unjust for juries to apply different

community standards, especially juries in the same courthouse. Having two

16



different standards is not “harmless error;” the jury was not instructed as to the
proper standard, and Defendants’ First Amendment rights were not protected and
reversal is necessary due to that constitutional error.

The instruction was also plainly erroneous because it did not impose a
uniform national standard for determining whether internet communications are
obscene. In concurring and dissenting opinions, at least five current Supreme
Court justices have opined that we should have a national standard for obscenity
on the Internet. In other words, the Miller test is outdated and inappropriate to
apply to Internet communications. Without a national standard, speech will be
substantially chilled. Internet speakers have no way of knowing where their
communications are received, and requiring that they do know would chill a
significant amount of speech. This is not a situation where a person sending a
communication can determine the destination by an area code or a physical
address. Email addresses rarely indicate the owner’s geographic location, which
can change depending on where he or she retrieves emails. A requirement that
persons sending emails determine the recipient’s physical location would be
impossible, or at least so cumbersome as to chill a significant amount of protected
speech. A uniform national community standard or national online community

standard is the only way to prevent that chill.
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The obscenity convictions were based on an erroneous jury instruction that
violated Defendants’ First Amendment rights, and should be reversed.

B. THE CRIMINAL CAN-SPAM ACT IS UNCONSTITUTIONALLY
VAGUE ON ITS FACE AND AS APPLIED.

The criminal CAN-SPAM convictions should be reversed because that
statute is unconstitutionally vague on its face and as applied. 18 U.S.C. §
1037(a)(3) and (4) proscribe a commercial emailer from knowingly altering or
concealing email header or domain registration information in a manner that
“impairs” the ability of the recipient; the recipient’s email service provider or a
law enforcement agency to identify, locate or respond to a person who initiates the
email message.

The terms “altered and concealed” and “impair” render the statute
unconstitutionally vague on its face. The statute provides no guidance as to the
meaning of “altered or concealed” or the level of impairment necessary to
constitute criminal liability as opposed to civil liability. Therefore, law
enforcement has absolute discretion to enforce the statute in an arbitrary and
discriminatory manner. Furthermore, to avoid criminal liability, it is entirely
possible that the statute requires commercial emailers to identify themselves

personally. This would violate the protected right to anonymous speech.
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Therfore, Defendants have standing to challenge § 1037 as unconstitutional on its
face.

Even if the statute is constitutional on its face, this Court should find, in the
alternative, that the statute is vague as applied to these Defendants. Investigators
in this case were vested with complete discretion as to the level of impairment
necessary to constitute criminal liability. During the entire course of the
investigation, not one person attempted to contact the Defendants at a working
email address listed on the domain registration page. Law enforcement cannot
claim that their ability to identify, locate or respond to a message initiator was
impaired based on their own flawed investigation. In other words, how can law
enforcement claim “impairment” when they did not do a complete investigation?

Certainly commercial email message should be regulated, but the statute
fails to pass constitutional muster and must be overturned as void for vagueness

on its face and as applied.

C. THE JUDGMENTS SHOULD BE AMENDED TO CORRECT A
CLERICAL ERROR.

The judgments erroneously listed the convictions on Counts 1, 2 and 3 as
felonies. This was a clerical error, as those offenses are misdemeanors.
Defendants were sentenced to 12 months’ imprisonment for the CAN-SPAM

violations, pursuant to 18 U.S.C. § 1037(b)(3), which allows for a maximum one-
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year sentence. An offense with a maximum one-year sentence is a misdemeanor.

Accordingly, the judgments erroneously reflect those crimes as felonies, which is a

clerical error that this Court can order the District Court to fix on remand.

D. IF EITHER THE CAN-SPAM OR OBSCENITY CONVICTIONS ARE
REVERSED, THE CONVICTION FOR CONSPIRACY TO
LAUNDER MONEY MUST ALSO BE REVERSED.

The essential elements of conspiracy to launder money include a
requirement that the Government show that “some unlawful activity” and
“specified unlawful activity” occurred. The former must be a felony; the latter in
this case required proof that the images were obscene.

If the CAN-SPAM convictions are overturned, or if this Court agrees that
those offenses are misdemeanors, then the Government cannot meet an essential
element of the offense and Count 8 therefore also fails. Alternatively, even if the
CAN-SPAM convictions remain as felonies, the Count 8 convictions must also be

reversed because the obscenity convictions were unconstitutional.

E. THE DISTRICT COURT’S ENHANCEMENT OF KILBRIDE’S
SENTENCE FOR OBSTRUCTION OF JUSTICE WAS IMPROPER.

The District Court’s application of a two-level obstruction of justice
enhancement to Kilbride’s sentence is not supported by the law. This Court
reviews that enhancement de novo. The District Court imposed the enhancement

based on Kilbride’s legally obtaining a lawful order in the sovereign nation of
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Mauritius, enjoining Ganymede director Laval Law from breaking Mauritian
confidentiality laws when testifying in this case. The law does not permit such an
enhancement when a person lawfully exercises his rights through court process in
a foreign jurisdiction. Kilbride did not threaten, intimidate or unlawfully influence
Law in any way. In fact, far from unlawfully influencing Law’s testimony,
Kilbride merely sought to protect rights protected under the laws of Mauritius.

The sentencing enhancement was improper and should be reversed.

21




VIII.

ARGUMENT

A. THE DISTRICT COURT’S JURY INSTRUCTION DEFINING THE
APPLICABLE COMMUNITY FAILED TO PROTECT
DEFENDANTS’ FIRST AMENDMENT RIGHTS AND THE
OBSCENITY CONVICTIONS MUST THEREFORE BE REVERSED
FOR THIS PREJUDICIAL AND PLAINLY ERRONEOUS
CONSTITUTIONAL ERROR.

The District Court’s community standards jury instruction was both
prejudicial and plainly erroneous. The Court reviews the community standards
instruction de novo for harmless error because at trial Defendants’ counsel
objected to the instruction given. (ER II, 94, 95, 225-227). Because Defendants’
First Amendment rights are affected by the erroneous instruction, the error is
constitutional. Constitutional error is harmless only when “it appears beyond a
reasonable doubt that the error complained of did not contribute to the verdict
obtained.” Chapman v. California, 386 U.S. 18, 23-24 (1967); United States v.
Walters, 309 F.3d 589, 593 (9th Cir. 2002), cert. denied, 540 U.S. 846 (2003).
“Review for harmless error requires not only an evaluation of the remaining
incriminating evidence in the record, but also the most perceptive reflections as to
the probabilities of the effect of error on a reasonable trier of fact.” United States

v. Bishop, 264 F.3d 919, 927 (9th Cir. 2001) (quoting United States v. Harrison,

34 F.3d 886, 892 (9th Cir. 1994)); United States v. Oaxaca, 233 F.3d 1154, 1158
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(9th Cir. 2000) (noting that “the harmlessness of an error is distinct from
evaluating whether there is substantial evidence to support a verdict”).

Even if Defendants had not objected, the instruction was plain and affected
Defendants’ substantial rights. Delgado, 357 F.3d at 1065; Franklin, 321 F.3d at
1240; United States v. Garcia-Guizar, 160 F.3d 511, 516, 522-23 (9th Cir. 1998)
(noting plain error is a highly prejudicial error affecting substantial rights); United
States v. Klinger, 128 F.3d 705, 712 (9th Cir. 1997) (noting plain error is “error
that is so clear cut, so obvious, a competent district judge should be able to avoid
it without benefit of objection™); United States v. Lacy, 119 F.3d 742, 749 (9th Cir.
1997) (noting plain error does not require reversal unless the error seriously
affected the fairness, integrity, or public reputation of the judicial proceeding).

1. The Definition Of The Community Was Both Prejudicial And
Plainly Erroneous, And Constituted Reversible Error.

The definition of the community in the instruction included four phrases
that, taken either separately or together, render the instruction prejudicial and

plainly erroneous:

[1] Contemporary community standards are set by what is in fact
accepted by the community as a whole, that is to say by society at
large or people in general. . . . [2] The community you should
consider in deciding these questions is not defined by a precise
geographical area. [3] You may consider evidence of standards
existing in places outside of this particular district. [4] The parties
have presented evidence concerning contemporary community
standards. You should consider the evidence presented, but you may
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also consider your own experience and judgment in determining
contemporary community standards.

(ER 11, 96-97) (emphasis added). This instruction is unconstitutional. Community
standard instructions have always defined communities as geographical, although
not always with precise boundaries. The instruction given in this case is a clear
and fundamentally flawed departure from this well-established rule. The source of
the erroneous instruction appears to be a misreading of the Supreme Court’s
decision in Hamling. 418 U.S. 87. The District Court explained its intent to
include, in the instruction, a paragraph:

that says what Hamling says, which is that the community is not

intended to be a geographical community. It's not intended to

distinguish attitudes in one part of the country from attitudes in

another. Rather, it is intended to distinguish between personally held

views and those held by the community at large. So that the jury

understands that we're not talking about a geographical community,

we're talking about the sort of contemporary standard in our society.
(ER 11, 131:7-14). This misstates the Hamling decision, and, more importantly,
the broader body of constitutional law addressing the issue of what constitutes the
appropriate “community” and its “standards” to be used by a jury to evaluate
charged materials.

The Hamling Court explained that in light of Miller’s holding that a national

community standard is not necessary, a statewide community was constitutionally

permissible. 418 U.S. at 104-105. The Hamling Court clarified that “Our holding
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in Miller that California could constitutionally proscribe obscenity in terms of a
‘statewide’ standard did not mean that any such precise geographic area is
required as a matter of constitutional law.” Id. at 105. But the Hamling Court did
not hold that the community is not geographical. On the contrary, Hamling makes
clear that the community does have geographic boundaries; just not necessarily
precise boundaries:

the [Miller] test was stated in terms of the understanding of ‘the
average person, applying contemporary community standards.’
[Citation omitted]. When this approach is coupled with the
reaffirmation in Paris Adult Theatre I v. Slaton, 413 U.S., at 56, of
the rule that the prosecution need not as a matter of constitutional law
produce ‘expert’ witnesses to testify as to the obscenity of the
materials, the import of the quoted language from Miller becomes
clear. A juror is entitled to draw on his own knowledge of the views

- of the average person in the community or vicinage from which he
comes for making the required determination, just as he is entitled to
draw on his knowledge of the propensities of a ‘reasonable’ person in
other areas of the law. [Citations omitted].

Hamling, 418 U.S. at 104-105. The Court then applied this holding to the facts in
Hamiling:

Since this case was tried in the Southern District of California, and
presumably jurors from throughout that judicial district were
available to serve on the panel which tried petitioners, it would be the
standards of that ‘community’ upon which the jurors would draw.

But this is not to say that a district court would not be at liberty to
admit evidence of standards existing in some place outside of this
particular district, if it felt such evidence would assist the jurors in the
resolution of the issues which they were to decide.
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Id. at 105-106. The last sentence of the quote, read alone or in context, does not
eliminate the geographical nature of the community. It merely loosens the
boundaries so courts need not labor to precisely define community perimeters.
“Inherent in Miller and Hamling is the idea that jurors are drawing on personal
knowledge of their own community.” U.S. v. Peraino, 645 F.2d 548, 553 (6™ Cir.
1981) (quoting United States v. Mohney, 476 F.Supp. 421, 426 (D.Hawaii 1979)).
Each problematic clause in the instruction is either unconstitional and/or
prejudicial in light of the evidence admitted at trial. The first problematic phrase
instructed “[c]ontemporary community standards are set by what is in fact
accepted by the community as a whole, that is to say by society at large or people
in general. ...” (ERII, 96) (emphasis added). The phrase is taken almost
verbatim from the national community standard instruction given in the Hamling
trial, which concluded before the Miller decision. See Hamling, 487 U.S. at 97
and 141, n. 3 (J. Brennan, dissenting). The Supreme Court held that the
instruction was overreaching in light of Miller. Id. at 107. The Hamling trial
court instruction included repeated references to a “national” standard, as well as
this phrase: “The contemporary community standards of the nation, are set by what
is, in fact, reasonably accepted by the national community as a whole. That is to
say, by society at large or people in general throughout the nation . . ..” Id. at 147,

| n. 3 (J. Brennan, dissenting).
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The Court, however, deemed the error harmless in that case only because of
the unique procedural history and posture of the Hamling case, which is entirely
distinguishable from the intant case. Because Miller was not decided at the time
of the Hamling trial, Defendants did not object to application of a national
community standard, and indeed were prepared for it with expert testimony
regarding that standard. Id. at 108. The parties presented expert testimony
regarding similar sexually explicit materials in various cities around the country.
Id at 109-110. In contrast, no expert testimony was submitted in this case, and
thus the “society at large” and “people in general” language is erroneous.

Even if these general phrases were not prejudicial alone, they were rendered
so in light of the remaining erroneous portions of the instruction that the
community "is not defined by a precise geographical area" and that the jury "may
consider evidence of standards existing in places outside of this particular
district."

This language states (or at least strongly implies) that the community is not
geographic, which is contrary to the well-established Supreme Court precedent
cited above. Further, use of the plural word “places” instead of “place” is
erroneous. Although the Hamling Court explained that the jury could consider
some place outside “this particular judicial district,” that holding did not expand

the permissible community definition to include “places outside of this judicial
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district.” Id. at 106. The term “places” allows for unlimited possibilities. Jurors
could look to any place, or plurality of places, drawing upon their own personal
experience or witness testimony. A jury instruction providing such an amorphous
community formulation is clearly not supported by the Court’s opinion in Miller:

When triers of fact are asked to decide whether ‘the average person,

applying contemporary community standards’ would consider certain

materials ‘prurient,’ it would be unrealistic to require that the answer

be based on some abstract formulation. The adversary system, with

lay jurors as the usual ultimate factfinders in criminal prosecutions,

has historically permitted triers of fact to draw on the standards of

their community, guided always by limiting instructions on the law.

Miller, 413 U.S at 30 (emphasis added).

If one assumes, arguendo, that the Miller test is the proper standard to apply
in this case, then the jury instructions given here completely turns Miller on its
head. Rather than limiting the applicable community to some locale within the
ken of the jury (i.e. the district from which they were drawn, the local county, or
even the state in which they reside), this jury was told that their determination was
not “defined by a precise geographical area” and that in fact they could, without
any limitation at all, “consider evidence of standards existing in places outside of
this particular district.” This was an invitation for the jury to abandon any

ascertainable community and apply, at their whim, any community standards they

could conjure up.
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Finally, the instruction that “the parties presented evidence concerning
contemporary community standards” was prejudicial because only the Defendants
presented competent evidence, in the form of similar sexually explicit material that
Defendants’ investigator purchased in a few different Arizona stores. (ERII,
107:12-123:21). The Government did not present competent evidence of
community standards, but rather only lay witness opinion testimony. Since four of
those lay witnesses resided in communities outside of Arizona, namely,
Massachusetts, Texas, Florida and Iowa, the instruction permitted the jurors to
speculatively apply the standards of those locations, even though none of the lay
witnesses presented testimony about the community standards of those locations
(nor could any of them likely have qualified as experts). Even the Arizona
residents’ testi'fnony invaded the jury’s province, which is to draw on its members’
own personal knowledge of their community’s standards. Indeed, even Laval Law
(from Mauritius) testified to his negative opinion about pornography. (ER I,
144:9-145:15). ’i"he manifest error in the instruction’s invitation to apply the
“standards” of an undefined community that might be located virtually anywhere
was exacerbated by the prosecutor who argued in closing as follows: “You heard
testimony from witnesses in Boston, in Jowa, in addition to Arizona. You should
consider the evidence presented but you may also consider your own experience

and judgment in determining bontemporary community standards.” (ER II,
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104:11-17). The jury should never have even heard that people from other cities
were offended, let alone have been allowed to consider those opinions in
determining obscenity.

This was plain error because the Government indeed submited inadmissible
evidence of standards from other communities by eliciting testimony that those
witnesses were offended. The jury could have easily found, albeit improperly, that
those witnesses adequately represented their respective local communities. Put
another way, the jury could have easily found that the images were not obscene
under community standards in Arizona, but were nevertheless obscene because
they exceeded the standards of one or more other communities. Moreover, jurors
could have reached this conclusion based, not on their personal knowledge, but on
the testimony of unqualified lay witnesses. This possibility invades province of
the jury and makes a mockery of the community standards component of jury
evaluation of charged materials in obscenity cases.

“While expert opinions may be relevant, jurors are completely free to
disregard all expert testimony. If jurors cannot draw on personal knowledge, the
idea of local community standards is a totally useless concept. A jury from the
District of Hawaii cannot determine the community standards of the Eastern
District of Michigan.” Peraino, 645 F.2d at 553, quoting, Mohney, 476 F.Supp. at

426-427. And unlike the defendant in Hamling, Defendants in this case had no
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notice that other communities would be considered and therefore did not present
any evidence in that regard.

The instruction was also plainly erroneous. The instruction allowed the jury
to go beyond geography, without any competent evidence to guide that extension
of the community standard determination. This affected Defendants' substantial
First Amendment rights.

This instruction creates an impermissible hybrid between a local and
national community standard. While Defendants do believe that a national
standard is appropriate where erotic materials are published via the Internet (§ A-
2, below), Defendants are entitled to notice that such a standard will be applied
and to a clear instruction on that standard. In this case, the Defendants were
entitled to at least know what community they must answer to; this instruction
gave no such notice. Indeed, in another obscenity case tried shortly after this one .
in the same Phoenix U.S. District Courthouse, U. S. v. Five Star Video, et al., CR
06-515-PHX-ROS, the trial court used the 5" Circuit pattern instruction without

the language added in this case regarding consideration of the community outside
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this judicial district. (ER II, 83-85). The defendants were acquitted on two of the
three obscenity charges. These facts alone constitute grounds for reversal.
Defendants tried in the same courthouse should at least be entitled to the same jury
instructions on the same counts. Any other result violates due process.

In response to the above points, the District Court emphasized Defendants’
closing arguments urging the jury to apply a more expansive view of the relevant
community to include the world wide web. The District Court asserted that this
position in closing argument is directly contrary to the reasoning above. However,
respectfully, there is no contradiction. The points above are that the instruction
fails to pass constitutional muster because it does not give the jury a precise
community standard to apply. Appellants’ advocacy and arguments to the jury
cannot possibly cure the fatal infirmities of an unconstitﬁtional jury instruction.
Arguments of counsel are not instructions to the jury.

Thus the instruction was prejudicial and plainly erroneous because it failed
to adequately provide the jury with a roadmap for determining the appropriate

community standard to apply. In light of this prejudicial and plain constitutional

* In support of their motion for bail pending appeal, Defendants asked the District
Court to take judicial notice of this jury instruction given in the Five Star case.
Defendants now request that this Court take judicial notice that this instruction
was given in the Five Star case pursuant to Rule 201 of the Federal Rules of

Evidence.
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error, this Court should reverse Defendants’ convictions for obscenity, counts 4, 5,
6 and 7 as charged in the indictment.

2. In An Internet Publication Case, The Appropriate Community
Standard Is A National Standard.

The discussion in Section 1, above, explains how the community standards
instruction did not comply with the Miller test. Even assuming that the instruction
did so comply, as set forth below, the instruction was still prejudicial and plainly
erroneous because in an Internet distribution case, the community standards
component of the first two prongs of the Miller test should be governed by a
national standard. Clearly the jury instructions given in this case did not require
the jury to evaluate the material in the context of national community standards,
and consequently, for this separate and additional reason, those instructions were
erroneous and prejudicial.

Congress enacted the CAN-SPAM Act to establish a national standard for
the regulation (both civil and criminal) of unsolicited commercial Internet
transmissions, including sexually explicit material. 15 U.S.C. § 7701(b)(1).
Obviously, the statute was to promote uniformity in defining criminal conduct
throughout this country with respect to these Internet communications. In other
words, a resident of Phoenix, Arizona and a resident of New York City would

have knowledge and notice of the same standard and have the same standards as to
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criminality in a court of law. It is ironic that Defendants were convicted of CAN-
SPAM violations using a national standard; but were convicted of obscenity on
something other than a national standard. The instruction permitted the jury to
determine what is obscene on the Internet based on a vague geographic standard.
Based upon recent case law, as well as the CAN-SPAM Act, the time has come for
the issue of what is obscene on the Internet to be judged uniformly across this
country. In this Internet day and age, permitting a local jury to determine what is
obscene on the Internet will necessarily chill protected speech, as well as protected
commerce.

As the Supreme Court has recognized, “(D)ifferences in the characteristics
of new media of expression justifies differences in the First Amendment standards
applied to them.” Red Lion Broadcasting Co. v. FCC, 395 U.S. 367,386 (1969).

The Internet presents “a unique forum for communication because
information, once posted, is accessible everywhere on the network at once. The
speaker cannot control access based on the location of the listener, nor can it
choose the pathways through which its speech is transmitted.” Ashcroft v.
American Civil Liberties Union, 535 U.S. 564 (2002) (Kennedy, J., Souter, J.,
Ginsburg, J., concurring; O’Connor, J., concurring in part and concurring in the
judgment; Breyer, J., concurring in part and concurring in the judgment; Stevens,

J., dissenting). Ashcroft, 535 U.S. at 605 (Stevens, J. dissenting).
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Mass email communications are likewise dissimilar to mail or phone calls.
Mailings involve a geographic address and phone calls involve an area code. In
contrast, emails customarily are directed to a recipient’s email “address” which
does not have a geographical component, but rather is relayed to the recipient’s
email website portal such as AOL, HOTMAIL, GMAIL, EARTHLINK or other
sites. Those portal sites bear no relation to the geographical area where the
ultimate recipient is located. Thus, for example, when a sender transmits an e-mail

directed to “jones@aol.com,” nothing in that e-mail address notifies the sender

where that recipient physically resides or is located at that moment. It is precisely
for that reason that Justice O’Conner concluded that a national standard is
constitutionally required to regulate Internet obscenity: “I agree with JUSTICE
KENNEDY that, given Internet speakers’ inability to control the geographic
location of their.audience, expecting them to bear the burden of controlling the
recipients of their speech, as we did in Hamling and Sable Communications v.
FCC, 492 U.S. 115 (1989), may be entirely too much to ask, and would potentially
suppress an inordinate amount of expression. . . . For these reasons, adoption of a
national standard is necessary in my view for any reasonable regulation of Internet
obscenity.” Ashcroft, 535 U.S. at 587 (O’Conner, J. dissenting).

In addition to Justice O’Connor, five current justices have opined that

application of “community” to Internet communications cannot be limited to one
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geographic locale, but rather should include a national adult-based standard.
Specifically, Justices Breyer, Ginsburg, Kennedy, Souter and Stevens all advocate
for a national community standard for internet-based materials claimed to be
obscene. Ashcroft, 535 U.S. 564. The Justices advocated for a national standard
because anything less is too much of a threat to protected speech: With respect to
community standards written into the Child Online Protection Act, Justice Breyer
wrote:

To read the statute as adopting the community standards of every

locality in the United States would provide the most puritan of

communities with a heckler’s Internet veto affecting the rest of the

Nation. The technical difficulties associated with efforts to confine

Internet material to particular geographic areas make the problem

particularly serious. [Citation omitted]. And these special difficulties

also potentially weaken the authority of prior cases in which they

were not present. [Citations omitted]. A nationally uniform adult-

based standard . . . significantly alleviates any special need for First

Amendment protection.
Id. at 590 (Breyer, J., concurring in part and concurring in the judgment). The
same reasoning applies to applying the community standard to obscenity cases.
Justice Kennedy (joined by Justices Souter and Ginsburg) noted that:

The economics and technology of Internet communication differs in

important ways from those of telephones and mail. Paradoxically
. it is easy and cheap to reach a worldwide audience on the

Internet . . . but expensive if not impossible to reach a geographic
subset. . . . ‘Our prior decisions have voiced particular concern
with laws that foreclose an entire medium of expression . . . The

danger they pose to the freedom of speech is readily apparent by
eliminating a common means of speaking, such measures can
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suppress too much. . . . The national variation in community
standards constitutes a particular burden on Internet speech.

Id. at 595-597. (Kennedy, J., concurring).

Although the majority opinion in the Ashcroft case held that web publishers
are responsible to ensure their content comports with local geographic community
standards, the Court was not analyzing community standards for obscenity
charges, but rather community standards set forth in the Child Online Protection
Act. The material at issue was not banned, but rather only required to be placed
behind adult screens. Id. at 583 & n. 14. In contrast, obscene material is illegal
and subject to complete censorship. Accordingly, if a national community
standard is not adopted for Internet-based communications, then the most
puritanical of communities will govern what is available on the Internet, which
will unacceptably abridge First Amendment rights.

The Court also addressed community standards in Reno v. American Civil
Liberties Union, 521 U.S. 844 (1997). The Court struck down the
Communications Decency Act of 1996 (CDA) as unconstitutional. The CDA
attempted to limit Internet speech based on community standards. The Court
explained that because Web publishers cannot control who accesses their Web
sites, using community standards to regulate speech on the Internet creates an

overbreadth problem. “[T]he ‘community standards’ criterion as applied to the
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Internet means that any communication available to a nationwide audience will be
judged by standards of the community most likely to be offended by the message.”
Id. at 877-878.

The logic of the Court’s reasoning is not undercut by the fact that this case
deals with email communications. The First Amendment fully protects speaker’s
right to disseminate Internet communications and advertisements via e-mail.
Because an e-mail address does not indicate the recipient’s geographical location,
speech could be chilled by self-censorship if innumerable local community
standards are applied to judge such communications. Only a national or Internet-
based standard protects the speaker from this untenable situation.

Free Internet speech must be protected. As Justice Stevens recently pointed
out “It is hardly a solution to say . . . that a speaker need only choose a different
medium in order to avoid having its s_peech judged by the least tolerant
community. Our overbreadth doctrine would quickly become a toothless
protection if we were to hold that substituting a more limited forum for expression
is an acceptable price to pay.” Ashcroft v. ACLU, 535 U.S. at 606 n. 7 (Stevens, J,
dissenting).

A national standard is appropriate for Internet-based communications and it

was plain error not to so instruct the jury.
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Whether this Court applies the conventional community standards test or
adopts a new standard for a new medium, it is clear that the community standards
jury instruction given in this case does not pass constitutional muster and the
obscenity convictions must therefore be reversed.

B. 18 U.S.C. § 1037 IS UNCONSTITUTIONALLY VAGUE ON ITS
FACE AND AS APPLIED.

18 U.S.C. § 1037 is unconstitutionally vague on its face and as applied. The
statute’s definition of “materially” includes the terms “impair” and “altered or
concealed,” which do not define with sufficient definiteness the level of
impairment necessary to constitute criminal liability. Moreover, these terms do
not establish sufficient standards to permit police to enforce the law in a non-
arbitrary, non-discriminatory manner. Because the statute is unconstitutional, this
Court should reverse Defendants’ convictions for conspiracy to violate the CAN-
SPAM Act and criminal violations of the CAN-SPAM Act, counts 1, 2 and 3 as
charged in the Indictment.

The constitutionality of a statute is a question of law reviewed de novo. See
United States v. Naghani, 361 F.3d 1255, 1259 (9th Cir. 2004). The construction
or interpretation of a statute is reviewed de novo. See United States v. Cabaccang,

332 F.3d 622, 624-25 (9th Cir. 2003) (en banc). The applicability of a statute to a
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particular case is a question of law reviewed de novo. See United States v. Villa-
Gonzalez, 208 F.3d 1160, 1165 (9th Cir. 2000) (AEDPA).
1. The Terms “Impair” And “Altered Or Concealed” As Used In
The Definition Of “Materially” Are Facially Unconstitutional
Because They Neither Give Notice Of Proscribed Behavior, Nor
Provide Adequate Enforcement Standards.

18 U.S.C. § 1037 is unconstitutionally vague on its face because the terms
“impair” and “altered or concealed” as used in the statute’s definition of
“materially” both gives no notice of the level of impairment necessary to
constitute a criminal offense and encourages arbitrary enforcement.

a. Defendants Have Standing To Challenge Section 1037 As Vague
On Its Face Because The Statute Implicates Consitutionally
Protected Anonymous Speech.

As a preliminary matter, Defendants have standing to challenge 18 U.S.C. §
1037 on its face because the statute chills protected anonymous speech. The First
Amendment protects anonymous speech because the interest in having anonymous
works enter the marketplace of ideas unquestionably outweighs any public interest
in requiring disclosure as condition of entry. Mclntyre v. Ohio Elections Com'n,
514 U.S. 334 (1995). Anonymous speech has also been prote;:ted in the

commercial realm. See e.g., N.L.R.B. v. Midland Daily News, 151 F.3d 472,

475 (6th Cir. 1998) (Finding that the suppression of employment advertising by
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anonymous sources would curtail available employment opportunities by reducing
the free flow of information in the labor market).

Schaffer and Kilbride were convicted of violating two of the the CAN-
SPAM Act’s criminal provisions: 18 U.S.C. §§ 1037 (a)(3) and (4). Those
sections provide criminal penalties for anyone that:

.. . in or affecting interstate or foreign commerce, knowingly:

... (3) materially falsifies header information in multiple commercial

electronic mail messages and intentionally initiates the transmission

of such messages, [or]

(4) registers, using information that materially falsifies the identity of

the actual registrant, for five or more electronic mail accounts or

online user accounts or two or more domain names, and intentionally

initiates the transmission of multiple commercial electronic mail

messages from any combination of such accounts or domain names.
The term “header information” means the source, destination, and routing
information attached to an electronic mail message, including the originating
domain name and originating electronic mail address, and any other information
that appears in the line identifying, or purporting to identify, a person initiating the
message. 15 U.S.C.A. § 7702 (incorporated by reference in 18 U.S.C.
1037(d)(4)).

Section 1037 further provides that, for purposes of 1037(a)(3) and (4),

header information or registration information is materially falsified if:
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.. . it is altered or concealed in a manner that would impair the ability
of a recipient of the message, an Internet access service processing
the message on behalf of a recipient, a person alleging a violation of
this section, or a law enforcement agency to identify, locate, or
respond to a person who initiated the electronic mail message or to
investigate the alleged violation.

18 U.S.C. § 1037(d)(2) (emphasis added).

The CAN-SPAM act does not define “actual registrant.” In the absence of a
Congressional definition, the Court must look to the “ordinary and natural
meaning” of the words. Leocal v. Ashcroft, 543 U.S. 1, 8-9 (2004) (quoting Smith
v. United States, 508 U.S. 223, 228 (1993)). In the context of the CAN-SPAM
Act, the term refers to one who registers a domain name with a registrar and
thereby gains the right to use the name in email and on the Internet. U.S. v.
Kilbride, 507 F.Supp.2d 1051, 1066-1067 (D.Ariz. 2007). The word “actual,”
when used to modify a noun, acts as an “intensifier” and is “[p]laced before a noun
to emphasize its exact or particular identity,” to reflect “its authentic or
archetypical status; genuine, real, typical.” Id. at 1067. Thus, the natural meaning

2 &

of the phrase “actual registrant” would be the “exact,” “genuine,” or “real”
registrant.
However, that “actual registrant” may wish to remain anonymous. An email

advertiser may wish to remain anonymous for many reasons, including not

wanting to be associated with products or websites that other members of the
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community may view as distasteful or offensive, or because they do not wish to be
associated with their affiliates’ political or social views. Because of this desire,
private registration has become a popular option for email advertisers registering
domains for their email campaigns. A private registration prevents discovery of
the identity of the actual registrant, absent a subpoena. (ER II, 169-A - 170).
WHOIS search for a domain registered privately would reveal absolutely no
contact information for the actual registrant. (ER II, 169-A - 170).

A person who wishes to remain anonymous could well interpret § 1037 to
require nothing short of identifying him or herself by name. He or she could either
capitulate and come out from behind his or her shell of anonymity, or subject him
or her self to the possibility of criminal charges. This Hobson’s choice
undoubtedly implicates the constitutionally protected right to anonymous speech.
Therefore, § 1037 chills protected speech and Appellants have standing to
challenge the statute as facially vague.

b. The Definition Of “Materially” Renders Section 1037
Unconstitutionally Vague On Its Face.

Material falsity is the critical element for criminal liability under §§
1037(a)(3) and (4). However, the definition is wholly vague and ambiguous and

provides no guidance for either potential email advertisers or law enforcement as
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to what constitutes criminal, rather than civil, liability. As such, the statute is void
for vagueness and Appellants convictions should be reversed.

Vague statutes are invalidated for three reasons: “(1) to avoid punishing
people for behavior that they could not have known was illegal; (2) to avoid
subjective enforcement of laws based on ‘arbitrary and discriminatory
enforcement’ by government officers; and (3) to avoid any chilling effect on the
exercise of First Amendment freedoms.” Humanitarian Law Project v. Mukasey,
509 F.3d 1122, 1133 (9th Cir. 2007), quoting Foti v. City of Menlo Park, 146 F.3d
629, 638 (9th Cir. 1998); accord Kolender v. Lawson, 461 U.S. 352 (1983); Nunez
v. City of San Diego, 114 F.3d 935 (9th Cir. 1997). The more important aspect of
vagueness doctrine “is not actual notice, but the other principal element of the
doctrine - the requirement that a legislature establish minimal guidelines to govern
law enforcement.” Kolender 461 U.S. at 357-358 (1983). Moreover, where, as
here, a statute's literal scope, unaided by a narrowing state court interpretation, is
capable of reachiﬁg expression sheltered by the First Amendment, the doctrine
demands a greater degree of specificity than in other contexts. Smith v. Goguen,
415 U.S. 566 (1974); accord Winters v. New York, 333 U.S. 507 (1948) (noting
that “where a statute imposes criminal penalties, the standard of certainty [required

for vagueness review] is higher”).
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At issue in Kolender was a law requiring persons who loiter or wander on
the streets to provide “credible and reliable” identification and to account for their
presence when requested by a peace officer. 461 U.S. at 353. The Supreme Court
held the statute unconstitutionally vague because it implicated First Amendment
freedoms, including the constitutional right to freedom of movement, and “fail[ed]
to clarify what is contemplated by the requirement that a suspect provide a
‘credible and reliable’ identification.” Id. at 353-358. Justice O’Connor explained
that the statute “contains no standard for determining what a suspect has to do in
order to satisfy the requirement to provide a ‘credible and reliable’ identification.
As such, the statute vests virtually complete discretion in the hands of the police to

determine whether the suspect has satisfied the statute and must be permitted to go

on his way in the absence of probable cause to arrest.” Id. at 358.

Like the Kolender statute, § 1037 implicates constitutionally protected
speech and must be examined with heightened scrutiny for vagueness. Section
1037 also vests absolute discretion in law enforcement to decide what level of
impairment rises to the level of criminal liability. As stated above, email
advertisers may register their domains privately, preventing discovery of their
identity as the actual registrant, absent a subpoena. (ER I, 169-A - 170). A

WHOIS search for a domain registered privately would reveal absolutely no
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contact information for the actual registrant. (ER IL, 169-A - 170). Whether or not
an email advertiser registers privately with the requisite unlawful intent, he or she
could still be subject to a criminal investigation based on any perceived
impairment. It would certainly be dangerous if the legislature could set a net large
enough to catch all possible offenders, and leave it to the courts to step inside and
say who could be rightfully detained, and who should be set at large. U.S. v.
Reese, 92 U.S. 214, 221 (1865).

Similarly, in Smith v. Goguen, a state flag burning statute provided criminal
penalties for anyone who “treats contemptuously the flag of the United States.”
415 U.S. at 569. The Smith court held the word “contemptuously”
unconstitutionally vague as used in the statute. The statute at issue implicated
constitutionally protected conduct and was without the benefit of a judicial
construction at the time of the alleged violation. Id. at 573. The Smith court noted
that “[f]lag contempt statutes have been characterized as void for lack of notice on
the theory that ‘(w)hat is contemptuous to one man may be a work of art to
another.”” Id.

Similar to Smith, § 1037 is a criminal statute that implicates constitutionally
protected speech and was without the benfit of judicial construction at the time of

the alleged violation. In this case, what is “impairment” to one man, may be
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legitimate privacy concerns to another. It is left solely to law enforcement to
decide which interpretation to follow.

The dictionary definition of “impair” does nothing to improve § 1037’s
vagueness. When Congress does not define a statutory term, this Court construes
that term “according to [its] ordinary, contemporary, common meaning.” U.S. v.
W.R. Grace, 504 F.3d 745, 755 (9th Cir. 2007). Webster’s Dictionary defines
impair as “to damage or make worse by, or as if by, diminishing in some material
respect.” Merriam-Webster Online Dictionary, Retrieved July 2, 2008, from
http://www.merriamwebster.com/dictionary/impair. This definition does
absolutely nothing to alleviate the statute’s inherent vagueness. The question
remains: what level of “damage.” or “diminishment” would bring one within the
statute’s grip? The answer to this question shbuld not be left in the hands of law
enforcement without proper legislative guidance.

The terms “impair” and “altered and concealed” encourage arbitrary
enforcement by law enforcement and give no notice as to what conduct is criminal
and, as such, § 1037 is unconstitutional on its face. Therefore, this Court should
reverse Schaffer and Kilbride’s convictions for conspiracy to violate CAN-SPAM,

and criminal CAN-SPAM violations.

47



2. The Offenses Enumerated In 18 U.S.C. Sections 1037(A)(3) And
(4) Are Unconstitutionally Vague As Applied.

Even if this Court determines that § 1037 either does not implicate first
amendment freedoms, or is not facially vague, the statute is still unconstitutional
because it is vague as applied. Section 1037’s definition of “material” is vague as
appiied to Defendants because the term “impair” gives no notice of the level of
impairment necessary for criminal liability, and encourages arbitrary enforcement.

Vagueness challenges to statutes that do not involve First Amendment
freedoms must be examined in the light of the facts of the case at hand. U. S. v.
Powell, 423 U.S. 87, 92 (1975); U. S. v. Mazurie, 419 U.S. 544, 550 (1975).
Therefore, the question in an as-applied challenge is whether the statute gives the
defendant’s challenging the statue fair notice of what behavior is proscribed.
Vague statutes are invalid because they punish people for behavior that they could
not have known was illegal and encourage subjective enforcement of laws based
on ‘arbitrary and discriminatory enforcement’ by government officers. Kolender,
461 U.S. 352; Nunez, 114 F.3d 935.

As demonstrated above, § 1037 is unconstitutionally vague because it gives _
no guidance as to the level of impairment that would rise to a criminal conviction,
thereby allowing arbitrary enforcement by government officials and providing no

notice as to what conduct is proscribed. This conclusion is no better demonstrated
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then by examining the Government’s own witnesses’ actions in investigating the
Defendants. Not one person ever attempted to contact Kilbride at his working
email address listed on the “WHOIS” information for knllc.net, the domain
registrant for the emails at issue. The absence of this crucial fact renders the
statute vague as applied. If someone had contacted Kilbride through this email
address would that have lessened the alleged impairment? This can never be
known because no one bothered to take this one simple step. If someone had
emailed Kilbride at his working email address, does that count as responding,
identifying or locating a person initiating the email? How can the Defendants
have known that the persons investigating their alleged abuses would stop short of
contacting them at a working email address? Allowing law enforcement to
selectively decide whether or not to employ viable avenues to respond to a person
initiating an email encourages arbitrary enforcement. In this case, the Government
was permitted to argue that a person initiating the message could not be located
because an investigating officer either chose not to, or neglected to, take a logical
investigatory step. How can law enforcement claim “impairment” when they did
not do a complete investigation?

The Defendants could not have anticipated that law enforcement would fail
to contact them at a working email address listed in the publically accessible

WHOIS resgistrant information. This renders the definition of “materially” vague
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as applied to the Defendants. Therefore, this Court should reverse Schaffer and

Kilbride’s convictions for conspiracy to violate CAN-SPAM, and criminal CAN-

SPAM violations.

C. IF THE CAN-SPAM CONVICTIONS ARE NOT REVERSED, THE
CASE SHOULD BE REMANDED WITH INSTRUCTIONS TO THE
DISTRICT COURT TO CLARIFY THAT THE CONVICTIONS ON
COUNTS 1,2 AND 3 WERE MISDEMEANORS, AND NOT
FELONIES AS STATED IN THE JUDGMENT.

If this Court does not reverse the criminal CAN-SPAM and related
conspiracy convictions (Counts 1, 2, and 3), then Defendants request that the
Court remand and instruct the District Court to amend the judgment to reflect that
these crimes were misdemeanors and not felonies, as reflected on Defendants’
judgments. (ER I, 1, 5). This is a clerical error. The Court has the power to sua
sponte remand a case with instructions to the District Court to amend judgments to
ﬁx clerical errors. U.S. v. Massey, 443 F.3d 814, 822 (11" Cir. 2006). “In cases
where there is a direct conflict between an unambiguous oral pronouncement of
sentence and the written judgment and commitment, this [c]ourt has uniformly
held that the oral pronouncement, as correctly reported, must control. The only
sentence that is legally cognizable is the actual oral pronouncement in the
presence of the defendant.” Uhnited States v. Munoz-Dela Rosa, 495 F.2d 253, 256

(9th Cir.1974). Moreover, “[i]t is fundamental error for a court to enter a judgment

of conviction against a defendant who has not been charged, tried, or found guilty
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of the crime recited in the judgment.” United States v. Diaz, 190 F.3d 1247, 1252
(11th Cir.1999). While the correct crimes were listed in this judgment, it is still
error to allow those misdemeanor crimes to be listed as felonies.

The Defendants were convicted and sentenced to 12 months’ imprisonment
on both Counts 2 and 3 pursuant to 18 U.S.C. 1037(b)(3), which has a maximum
one-year penalty. A crime punishable by imprisonment for not more than one year
is classified as a misdemeanor. 18 U.S.C. § 3581. As to Count 1, conspiracy to
violate the criminal CAN-SPAM Act, a conspiracy to commit a misdemeanor is
also a misdemeanor itself. 18 U.S.C. § 371. Accordingly, Defendants were
convicted of misdemeanor violations of the CAN-SPAM Act and for conspiracy to
violate that act, and not felonies, and the judgment should be amended.

As the District Court acknowledged on the record at sentencing, the jury’s
special verdict form can only support a judgment that these crimes were
misdemeanors. There are three separate possible categories of criminal penalties
for criminal CAN-SPAM convictions pursuant to 18 U.S.C. § 1037(b)(1)-(3). The
Government sought penalties pursuant to 18 U.S.C. § 1037(b)(2), which provides

for imprisonment of not more than three years, but Defendants were convicted and
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sentenced pursuant to the latter section, (b)(3), which provides for not more than

one year of imprisonment. 18 U.S.C. § 1037(b)(3).”

Therefore, if this Court does not reverse the criminal CAN-SPAM and
related conspiracy convictions (Counts 1, 2, and 3), then Defendants request that
this Court remand and instruct the District Court to amend the judgment to reflect
that these crimes were misdemeanors and not felonies, as reflected on the
judgments.

D. THE CONVICTIONS FOR CONSPIRACY TO LAUNDER MONEY
(COUNT 8) SHOULD BE REVERSED BECAUSE THERE WERE NO
PROCEEDS FROM “SOME FORM OF UNLAWFUL ACTIVITY”
AND, SEPARATELY, BECAUSE THE OBSCENITY CONVICTIONS
ARE UNCONSTITUTIONAL.

The conviction for conspiracy to launder money must be reversed because
the record conclusively establishes that the elements of that crime are not met. 18
U.S.C. § 1956(h) provides that “[a]ny person who conspires to commit any offense
in this section . . . shall be subject to the same penalties as those prescribed for the
offense the commission of which was the object of the coﬁspiracy.” The

indictment charged 18 U.S.C. § 1956(a)(2)(A) and (B)(ii). (ER II, 257-258, | 2).

Thus, the elements of the conspiracy count included the requirement that the

> The jury was not asked for findings necessary to support a verdict under 18
U.S.C. § 1037(b)(2). These include findings related to the number of emails,
domain names registered, losses incurred or value obtained by the Defendants.
(ER 1, 18:23-19:18; 34-36; ER 11, 98-101).
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Government prove that “a specified unlawful activity” was involved, and, with
respect to § 1956(a)(1) and (2)(B), that “some form of unlawful activity” was
involved.® The Government failed to properly establish the existence of either of
these elements at trial, and the conviction on Count 8 should therefore be reversed.

The indictment alleged that the “specified unlawful activity” involved here
is distribution of obscene material as defined in 18 U.S.C. §§ 1462 and 1465. (ER
II, 257-258, 9 2(a)(i) and (ii)). Because the obscenity convictions are
unconstitutional and must be reversed, it follows that the Government failed to
establish that the requisite “specified unlawful activity” occurred, and the
conviction on Count 8 for conspiracy to launder money must also be reversed.

As to the requirement regarding “some form of unlawful activity,” that
unlawful activity must constitute a felony, and the Government must show “that
the unlawful activity at issue was in fact a felony . . .” U.S. v. Hill, 167 F.3d
1055, 1067 (6™ Cir. 1999). The Government charged that “some form of unlawful
activity” in this case was a violation of the criminal CAN-SPAM Act, 18 U.S.C. §
(a)(3) and (4). As set forth above, the CAN-SPAM Act convictions were

unconstitutional and should be reversed. (§ VI-B) Alternatively, the judgment

® Under Section 1956(a)(2), the Government had to prove that money was
transferred to or from the United States “from or through a place outside of the
United States (A) with the intent to promote the carrying on of specified unlawful
activity;” or (B) knowing that proceeds of “some form of unlawful activity” were
involved in the transfer.
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contained a clerical error that misstated the misdemeanor CAN-SPAM Act

convictions as felonies. (§ VI-C). Either way, the Government failed to show that

the charged “some unlawful activity” in this case was a felony. For this additional
separate and independent reason, Count 8 must be reversed.

E. THIS COURT SHOULD REVERSE THE DISTRICT COURT’S
DECISION TO IMPOSE AN OBSTRUCTION OF JUSTICE
ENHANCEMENT TO KILBRIDE’S SENTENCE BASED ON
KILBRIDE’S OBTAINING A LAWFUL COURT ORDER IN A
FOREIGN JURISDICTION.

The District Court imposed a two-level enhancement to Kilbride’s sentence
because he sought and obtained an injunction in Mauritius directing Laval Law to
not violate Mauritian law when testifying in this case. (ER 1, 1; 5; 12-15; 22:16-
23:6).” The enhancement was not authorized under the law. Kilbride does not
take issue with the District Court’s findings of fact regarding the enhancement;
rather Kilbride’s challenge is that the law does not allow an obstruction of justice
enhancement under these facts. This Court reviews de novo the District Court's
characterization of a defendant's conduct as obstruction under U.S.S.G. § 3C1.1.
See United States v. Shetty, 130 F.3d 1324, 1333 (9th Cir.1997).

The law does not support application of the obstruction of justice

enhancement to Kilbride’s sentencing guideline range pursuant to U.S.S.G. §
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3C1.1 because an obstruction enhancement cannot be based on an injunction that
was lawfully issued in a foreign jurisdiction. Section 3C1.1 provides that:

If (A) the defendant willfully obstructed or impeded, or attempted to

obstruct or impede, the administration of justice with respect to the

investigation, prosecution, or sentencing of the instant offense of
conviction, and (B) the obstructive conduct related to (i) the

defendant's offense of conviction and any relevant conduct; or (ii) a

closely related offense, increase the offense level by 2 levels.

Application note 4 to § 3C1.1 sets out a non-exhaustive list of the type of conduct
covered, including “threatening, intimidating, or otherwise unlawfully influencing
a co-defendant, witness, or juror, directly or indirectly, or attempting to do so.”
U.S.S.G. § 3C1.1, n. 4(a).

Kilbride did not threaten, intimidate or unlawfully influence Law in any
way. In fact, far from unlawfully influencing Law’s testimony, Kilbride merely
sought to protect his rights under the laws of Mauritius. The District Court found
that Kilbride obtained the injunction for the specific purpose of preventing Law
from testifying at trial. (ER I, 36-38). The Court based that finding on Kilbride’s

applying for the injunction during trial. (/d). However, the timing of the

application is irrelevant. Kilbride obtained a lawful Mauritian injunction based

" Defendants did not include the presentence report in the excerpts of record
because that report does not mention this issue. The Government raised the issue
in its objections to the presentence report. (ER II, 91-92).
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upon facts set forth in an affidavit, including the full and complete disclosure of
the ongoing criminal proceeding in the United States. (ER II, 180-193).

Kilbride did not seek an injunction preventing Law from traveling to the
United States and testifying at trial. Rather, the injunction merely provided that
Respondents (Deutsche Bank (Mauritius) Ltd.; Inter Ocean Management Limited;
and Laval Law) were enjoined “not to breach the laws of Mauritius by disclosing
the affairs in any way whatsoever of (a) The LBFM Ventures Trust; (b) The
Lightspeed Holdings Trust, (c) The PJ Investments Group Trust, (d) Ganymede
Marketing, and (e) the beneficiaries thereof to any one whatsoever in the absence
of a court order allowing them to do so as required under the laws of Mauritius.”
(ER 11, 180-182). There is no dispute that the confidentiality laws of Mauritius
applied to Law and that he was under a legal responsibility to obey them. Law
testified at trial that the laws of Mauritius prevented him from disclosing matters
relating to the trusts that owned Ganymede Marketing. (ERII, 142:17-143:13).
Law, accordingly, refused to testify to those matters. (/d.). Kilbride knew that his
rights would be severely affected if Law testified as to confidential information
and he should not be punished for taking lawful actions to protect those rights.

Kilbride respectfully requests this Court to remand to the District Court to

remove the enhancement from his sentence.
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IX.

CONCLUSION

Like most trials, this one included several harmless errors. But unlike most
trials, there were also several prejudicial and even plain constitutional errors. The
unique nature of this case inevitably leads to such errors — an untested law
legislating a new and relatively uncharted medium of expression, and an
antiquated and unworkable standard applied to protect free speech in that new
medium. The District Court did an admirable job of ruling with careful thought.
But mistakes were still made, likely because this is a case of multiple first
impressions.

For all the foregoing reasons, Defendants respectfully request that this Court
reverse their convictions. If this Court does not reverse the CAN-SPAM
convictions, then Defendants request that the Court remand to the District Court
with instructions to amend the judgment to reflect that the offenses for which
Defendants were convicted in Counts 1, 2 and 3 were misdemeanors and not
felonies. If the Court does not reverse all of the convictions and requires

amendment of the judgment to reflect that the CAN-SPAM convictions are
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misdemeanors and/or if the obscenity convictions are reversed, then Defendants

respectfully request reversal of their convictions for conspiracy to launder money.

DATED: July 16, 2008
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RELEVANT PORTIONS OF 18 U.S.C. § 1037

(a) In general.--Whoever, in or affecting interstate or foreign commerce,
knowingly--

¥ %k ¥k

(3) materially falsifies header information in multiple commercial electronic mail
messages and intentionally initiates the transmission of such messages,

(4) registers, using information that materially falsifies the identity of the actual
registrant, for five or more electronic mail accounts or online user accounts or
two or more domain names, and intentionally initiates the transmission of
multiple commercial electronic mail messages from any combination of such
accounts or domain names, or

(b) Penalties.--The punishment for an offense under subsection (a) is--

% k *

(2) a fine under this title, imprisonment for not more than 3 years, or both, if--
(A) the offense is an offense under subsection (a)(1);

(B) the offense is an offense under subsection (a}(4) and involved 20 or more
falsified electronic mail or online user account registrations, or 10 or more
falsified domain name registrations;

(C) the volume of electronic mail messages transmitted in furtherance of the
offense exceeded 2,500 during any 24-hour period, 25,000 during any 30-day
period, or 250,000 during any 1-year period;

(D) the offense caused loss to one or more persons aggregating $5,000 or more
in value during any 1-year period;

(E) as a result of the offense any individual committing the offense obtained
anything of value aggregating $5,000 or more during any 1-year period; or

(F) the offense was undertaken by the defendant in concert with three or more



other persons with respect to whom the defendant occupied a position of
organizer or leader; and

(3) a fine under this title or imprisonment for not more than 1 year, or both, in
any other case.

(d) Definitions.--In this section:

* ¥ %k

(2) Materially.--For purposes of paragraphs (3) and (4) of subsection (a), header
information or registration information is materially falsified if it is altered or
concealed in a manner that would impair the ability of a recipient of the message,
an Internet access service processing the message on behalf of a recipient, a
person alleging a violation of this section, or a law enforcement agency to
identify, locate, or respond to a person who initiated the electronic mail message
or to investigate the alleged violation.

(4) Other terms.--Any other term has the meaning given that term by sectlon 3
of the CAN-SPAM Act of 2003.



RELEVANT PORTIONS OF 15 U.S.C. § 7702

In this chapter:

* %k %

(2) Commercial electronic mail message
(A) In general

The term “commercial electronic mail message” means any electronic mail
message the primary purpose of which is the commercial advertisement or
promotion of a commercial product or service (including content on an Internet
website operated for a commercial purpose).

* %k 3k

(4) Domain name

The term “domain name” means any alphanumeric designation which is
registered with or assigned by any domain name registrar, domain name
registry, or other domain name registration authority as part of an electronic
address on the Internet.

(5) Electronic mail address

The term “electronic mail address” means a destination, commonly expressed
as a string of characters, consisting of a unique user name or mailbox
(commonly referred to as the “local part”) and a reference to an Internet domain
(commonly referred to as the “domain part”), whether or not displayed, to
which an electronic mail message can be sent or delivered.

_(6) Electronic mail message

The term “electronic mail message” means a message sent to a unique
electronic mail address.

k¥ %k %k



(8) Header information

The term “header information” means the source, destination, and routing
information attached to an electronic mail message, including the originating
domain name and originating electronic mail address, and any other information
that appears in the line identifying, or purporting to identify, a person initiating
the message.

(9) Initiate

The term “initiate”, when used with respect to a commercial electronic mail
message, means to originate or transmit such message or to procure the
origination or transmission of such message, but shall not include actions that
constitute routine conveyance of such message. For purposes of this paragraph,
more than one person may be considered to have initiated a message.

(10) Internet

The term “Internet” has the meaning given that term in the Internet Tax
Freedom Act (47 U.S.C. 151 nt).

(11) Internet access service

The term “Internet access service” has the meaning given that term in section
231(e)(4) of Title 47.

(12) Procure

The term “procure”, when used with respect to the initiation of a commercial
electronic mail message, means intentionally to pay or provide other

consideration to, or induce, another person to initiate such a message on one's
behalf.



(14) Recipient

The term “recipient”, when used with respect to a commercial electronic mail
message, means an authorized user of the electronic mail address to which the
message was sent or delivered. If a recipient of a commercial electronic mail
message has one or more electronic mail addresses in addition to the address to
which the message was sent or delivered, the recipient shall be treated as a
separate recipient with respect to each such address. If an electronic mail
address is reassigned to a new user, the new user shall not be treated as a
recipient of any commercial electronic mail message sent or delivered to that
address before it was reassigned.

(15) Routine conveyance

The term “routine conveyance” means the transmission, routing, relaying,
handling, or storing, through an automatic technical process, of an electronic
mail message for which another person has identified the recipients or provided
the recipient addresses.

(16) Sender
(A) In general

Except as provided in subparagraph (B), the term “sender”, when used with
respect to a commercial electronic mail message, means a person who initiates
such a message and whose product, service, or Internet web site is advertised or
promoted by the message.

(B) Separate lines of business or divisions

If an entity operates through separate lines of business or divisions and holds
itself out to the recipient throughout the message as that particular line of
business or division rather than as the entity of which such line of business or
division is a part, then the line of business or the division shall be treated as the
sender of such message for purposes of this chapter.



RELEVANT PORTIONS OF 18 U.S.C. § 1462

Whoever brings into the United States, or any place subject to the jurisdiction
thereof, or knowingly uses any express company or other common carrier or
interactive computer service (as defined in section 230(e)(2) of the
Communications Act of 1934), for carriage in interstate or foreign commerce--

(a) any obscene, lewd, lascivious, or filthy book, pamphlet, picture, motion-
picture film, paper, letter, writing, print, or other matter of indecent character; or

(b) any obscene, lewd, lascivious, or filthy phonograph recording, electrical
transcription, or other article or thing capable of producing sound; or

(c) any drug, medicine, article, or thing designed, adapted, or intended for
producing abortion, or for any indecent or immoral use; or any written or printed
card, letter, circular, book, pamphlet, advertisement, or notice of any kind giving
information, directly or indirectly, where, how, or of whom, or by what means
any of such mentioned articles, matters, or things may be obtained or made; or

Whoever knowingly takes or receives, from such express company or other
common carrier or interactive computer service (as defined in section 230(e)(2) of
the Communications Act of 1934) any matter or thing the carriage or importation
of which is herein made unlawful--

Shall be fined under this title or imprisoned not more than five years, or both, for
the first such offense and shall be fined under this title or imprisoned not more than
ten years, or both, for each such offense thereafter.



RELEVANT PORTIONS OF 18 U.S.C. § 1465

Whoever knowingly produces with the intent to transport, distribute, or transmit in
interstate or foreign commerce, or whoever knowingly transports or travels in, or
uses a facility or means of, interstate or foreign commerce or an interactive
computer service (as defined in section 230(e)(2) of the Communications Act of
1934) in or affecting such commerce, for the purpose of sale or distribution of any
obscene, lewd, lascivious, or filthy book, pamphlet, picture, film, paper, letter,
writing, print, silhouette, drawing, figure, image, cast, phonograph recording,
electrical transcription or other article capable of producing sound or any other
matter of indecent or immoral character, shall be fined under this title or
imprisoned not more than five years, or both.

The transportation as aforesaid of two or more copies of any publication or two or
more of any article of the character described above, or a combined total of five
such publications and articles, shall create a presumption that such publications or
articles are intended for sale or distribution, but such presumption shall be
rebuttable.



RELEVANT PORTIONS OF 18 U.S.C. § 1956

(a)(2) Whoever transports, transmits, or transfers, or attempts to transport,
transmit, or transfer a monetary instrument or funds from a place in the United
States to or through a place outside the United States or to a place in the United
States from or through a place outside the United States-

(B) knowing that the monetary instrument or funds involved in the transportation,
transmission, or transfer represent the proceeds of some form of unlawful activity
and knowing that such transportation, transmission, or transfer is designed in
whole or in part--

(i) to conceal or disguise the nature, the location, the source, the ownership, or
the control of the proceeds of specified unlawful activity; or

shall be sentenced to a fine of not more than $500,000 or twice the value of the
monetary instrument or funds involved in the transportation, transmission, or
transfer whichever is greater, or imprisonment for not more than twenty years, or
both. For the purpose of the offense described in subparagraph (B), the defendant's
knowledge may be established by proof that a law enforcement officer represented
the matter specified in subparagraph (B) as true, and the defendant's subsequent
statements or actions indicate that the defendant believed such representations to
be true.

(c) As used in this section--

(1) the term "knowing that the property involved in a financial transaction
represents the proceeds of some form of unlawful activity" means that the person
knew the property involved in the transaction represented proceeds from some
form, though not necessarily which form, of activity that constitutes a felony
under State, Federal, or foreign law, regardless of whether or not such activity is
specified in paragraph (7);

(7) the term "specified unlawful activity" means--



(A) any act or activity constituting an offense listed in section 1961(1) of this
title except an act which is indictable under subchapter II of chapter 53 of title
31;

(h) Any person who conspires to commit any offense defined in this section or
section 1957 shall be subject to the same penalties as those prescribed for the
offense the commission of which was the object of the conspiracy.




18 U.S.C. § 371

If two or more persons conspire either to commit any offense against the United
States, or to defraud the United States, or any agency thereof in any manner or for
any purpose, and one or more of such persons do any act to effect the object of the
conspiracy, each shall be fined under this title or imprisoned not more than five
years, or both.

If, however, the offense, the commission of which is the object of the conspiracy,
is a misdemeanor only, the punishment for such conspiracy shall not exceed the
maximum punishment provided for such misdemeanor.
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